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Binary lifting, which translates binary code into LLVM intermediate representations (IRs) through iterative IR
transformations for recovering high-level constructs from low-level machine features, is the cornerstone of
many binary analysis systems. Therefore, the scalability and precision of the upper layer analysis could be
greatly affected by the underlying binary lifting. However, all existing binary lifters still suffer from severe
performance problems in that they require much time to handle extremely large binaries, which becomes a
barrier to achieving the expected performance gains in various analyses and hinders them from meeting the
requirement of quick response in modern continuous integration pipelines. We found that the root cause of the
scalability issue is the inherent “monolithic” design that performs all lifting stages on a single LLVM module,
which entails a global environment that enforces sequential dependences between any two transformations
on IRs, thus limiting the parallelism.

This paper presents DiaToM, a novel parallel binary lifter powered by a new “polylithic” design, which
decomposes the monolithic LLVM module into partitions to perform fully parallelized binary lifting. In the
meantime, it leverages light-weight data-flow summaries and type-aware IR linking to avoid soundness loss
caused by separating dependent code fragments. Large-scale experiments on 16 real-world benchmarks whose
sizes range from dozens of megabytes (MBs) to several gigabytes (GBs) show that DiaTom achieves an average
speedup of 7.45x and a maximum speedup of 16.8x over a traditional monolithic binary lifter, while still
maintaining the lifting soundness. DiaTom can complete the translation for the Linux Kernel binary within
only 10 minutes, which significantly accelerates the overall binary code analysis process.

CCS Concepts: » Security and privacy — Software reverse engineering.
Additional Key Words and Phrases: Binary lifting

ACM Reference Format:

Anshunkang Zhou and Charles Zhang. 2026. DiaToM: Polylithic Binary Lifting with Data-flow Summaries
and Type-aware IR Linking. Proc. ACM Program. Lang. 10, OOPSLA1, Article 98 (April 2026), 32 pages.
https://doi.org/10.1145/3798206

1 Introduction

Binary lifting [6, 13, 31, 34, 37, 38, 92, 108, 130], which translates the human-unreadable machine
code into high-level LLVM intermediate representations (IRs) [128], is the prerequisite for reasoning
about the semantics or behaviors of binary files [90, 130], and is the cornerstone of many binary-
related analysis tasks such as malware analysis [73, 74], binary rewriting [32, 38—40, 84, 92], and
vulnerability discovery [29, 130]. Therefore, the scalability and precision of the upper layer analysis
could be greatly affected by the underlying binary lifting [66]. While improving the precision of
binary lifters to facilitate better binary code analysis has been extensively studied [31, 38, 92, 130],
the scalability problem has always been overlooked.
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Fig. 1. Runtime breakdowns on different lifting stages of two state-of-the-art binary lifters PLANKTON [130]
and ReTDEc [57] for processing 16 large binaries used in § 8 (RETDEC only successfully processes 8 binaries).

Binary files are typically generated by the compilation/linkage process and normally lack symbol-
/modularization information. Lifting binaries into intermediate languages such as the LLVM IR re-
quires abstracting away from low-level features of the assembly language itself and recovering high-
level constructs available in most common programming languages [28] such as inter-procedural
control-flow graphs (ICFGs) and variable entities. The process mainly relies on three crucial analy-
ses: control-flow analysis [21, 63, 117], data-flow analysis [20, 49], and type inference [26, 85]. The
control-flow analysis aims to recover the inter-procedural control-flow graph (ICFG) by identifying
instructions, blocks, and function boundaries from raw bytes inside the original binary file, and
removing direct address references in control-flow transfer instructions (e.g., jmp). The data-flow
analysis aims to reconstruct high-level language features such as variables, parameters, and function
return values and to remove hardware references from the code, such as registers, data sections,
and the stack. The type inference aims to assign high-level data types (e.g., pointers and structures)
to the recovered high-level code entities such as variables and parameters.

Due to the information loss during compilation, different from source code files that are naturally
modular and can be analyzed separately and incrementally, the binary code is often monolithic,
i.e., all machine instructions and data are tightly integrated as a whole [79]. Lifting monolithic
binary code into intermediate representations (IRs) usually requires whole program analysis on
the entire binary memory space to maintain the translation soundness [10, 14, 22, 75, 109, 110, 117].
For example, since control transfer instructions can refer to any offsets inside the binary, control-
flow recovery has to consider every possible machine address for indirect jumps [98]. In practice,
achieving perfect soundness is provably undecidable [10, 82, 109], meaning that one cannot build a
lifter that guarantees a fully faithful translation for every possible binary. Existing lifters therefore
preserve a subset of the original binary’s behaviors under controlled assumptions [82], which is
not a weakness but a pragmatic design principle. In order to retain as much information as possible,
when lifting from the original binary to the IR, existing binary lifters such as PLaNnkTON [130],
ReTDEC [57, 66], MCcTOLL [92], and McSEMA [31, 37] all follow a so-called “monolithic” design,
which performs lifting stages such as disassembly, variable recovery and code optimizations [13,
34, 57, 92, 130] on a single LLVM module sequentially [50, 67, 67, 93].

1.1 Problem

However, the monolithic design inherently limits the scalability of existing lifters since the lifting
process that consistently transforms (modifies) IR statements is difficult to parallelize on a single
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LLVM module. Every LLVM module 7 contains an environment £ with a bunch of information,
such as type mappings and global def-use chains on constants [58, 128]. £ is shared globally by all
IR statements inside Z and will be updated by each transformation 7 on the Z (£ -7 &), which
leads to sequential dependences between transformation operations (i.e., 7; depends on 7;_;), thus
hindering the parallelism in monolithic design-based binary lifters. Hence, existing lifters are hard
to scale and suffer from severe performance problems when handling extremely large real-world
binaries. For example, the state-of-the-art binary lifter PLaNkTON [130] still takes about 2 hours to
lift the 2GB Chrome. RETDEC [57] even takes over 4 hours to lift the 472MB 1ibv8. so.

The scalability of the underlying binary lifting is crucial for the practicality of upper layer
analysis because it acts as the initial and one of the most frequently invoked components in many
real-world scenarios, such as static analysis [130] and binary rewriting [13, 38, 79]. For example,
lifting time is important for binary rewriters [13, 38, 79] because rewriting could be performed
iteratively for more optimized rewritten binaries [72] or higher code coverage [13]. Even worse,
although modern static analysis has been able to finish checking one million lines of code within
only 15 minutes using advanced parallelism/distributed algorithms [27, 104, 106, 131] or on-demand
techniques [94, 95], existing binary lifters could still require a few hours to translate binaries on
such a large scale, which becomes a barrier to achieving the expected performance gains.

1.2 Basic ldea

Our key insight to solve the scalability problem is that the majority of lifting time is spent on
stages that assume a fixed inter-procedural control-flow graph (ICFG), which can be accelerated
through function-level parallelism. All binary lifters [13, 31, 34, 37, 57, 92, 130] rely on a single
disassembly [80] step for the ICFG recovery and all the remaining lifting stages are performed on
the initial ICFG without modifying it. To better illustrate our insight, we studied the breakdown
of time consumption on different lifting stages of existing binary lifters for processing 16 large
binaries. Figure 1 shows the results of two state-of-the-art binary lifters PLaNkTON [130] and
RETDEC [57, 66]. The results for RETDEC in Figure 1b include only 8 binaries because it crashes
on the others (no valid LLVM IRs produced). The results demonstrate that the disassembly stage,
which could modify the ICFG, only accounts for a very small portion of the total lifting time (as low
as 5.95% on average), and the majority of the lifting time (as high as 94.05%) assumes a fixed ICFG.

Therefore, the basic idea is what we refer to as a “polylithic” design, which splits all functions
inside the initial IR produced by the disassembly into a set of individual IR partitions {Z;,Z;, ..., Z,, }
with independent environments {&}, &, ..., £y} to perform the remaining lifting stages in parallel,
and those partitions are later linked together to produce the final IR output Zj; .

1.3 Challenge

However, several lifting stages require reasoning about inter-procedural data-flows between func-
tions, such as parameter passing [92] and stack memory sharing [92, 130]. Therefore, a splitting
strategy that considers code dependences such as caller-callee relations limits the scalability [96],
while directly splitting the monolithic IR and parallelizing the translation of individual functions
could be unaware of inter-dependences and cause unsound lifting results.

For example, consider the disassembled assembly code in Figure 2b. Monolithic lifting could
recover an inter-procedural data-flow from foo’s first parameter i to bar’s first parameter s (i
~ s) by analyzing the two function bodies, and produces the PDG shown in the left-hand side
of Figure 2c. On the one hand, if polylithic lifting does not separate bar and foo due to their
caller-callee relations, the parallelism will be limited. On the other hand, if bar and foo are split
into individual partitions, the lifter will be unaware of operations inside the caller or the callee,
thus could miss the data-flow between i and s, as shown by the right-hand side of Figure 2c.
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Fig. 2. Example source code, the corresponding assembly code disassembled from its compiled binary, and
the program dependence graphs (PDGs) generated by monolithic/polylithic lifting.

1.4 Our Technique

This paper presents DiaTom, a novel parallel binary lifter powered by a new polylithic design,
which decomposes the monolithic IR into individual partitions to parallelize the lifting process.
Our key idea to address the paradox between scalability and soundness is two-fold.

First, inspired by summary-based inter-procedural static analysis, which reuses information
within a procedure as summaries for better efficiency [36, 62, 88, 94, 95, 105, 120] and for enabling
parallelism [12, 50, 96], we propose to leverage a special kind of function summaries to realize
separate lifting of individual functions in the presence of incomplete function bodies. For example,
on the right-hand side of Figure 2c, we leverage pre-generated input summaries to maintain the
data-flow between i and s in the absence of explicit function definitions. It is possible to use
summaries that are pre-generated on the disassembled IR with only low-level machine features to
facilitate transformed IR with higher-level abstractions because data-flows remain the same for both
low-level machine code and high-level lifted IR, but in different forms. Previous summary-based
approaches [36, 94, 95, 103, 105, 106] that compute the local side effects of a function on its formal
parameters and return values are not applicable to polylithic lifting due to three reasons. First, high-
level constructs such as parameters are not directly accessible at the binary level and require further
recovery. Second, binary code has implicit side effects that cannot be retrieved by intra-procedural
analysis. For example, for the call site at Line 15 in Figure 2b, the first parameter that should be
passed by rdi does not have explicit operations inside foo. Third, they compute heavy-weight
information such as points-to sets [94], which are still too expensive and unnecessary to serve as
the pre-analysis for binary lifting. Our key insight is that light-weight function summaries are
sufficient for the data-flow recovery phase in binary lifting because (1) data-flows on low-level
machine code are implemented by registers that are globally defined without aliasing so that they
can be analyzed through cheap forward data-flow tracking, (2) and the summary generation process
does not modify IR statements and thus can be fully parallelized. Specifically, we perform forward
traversal on the function body to extract data-flow summaries for the stack pointer register and
registers for parameter passing, which are further refined by fixed-point propagation on the call
graph for handling implicit data-flows. The generated summaries are then used by the parallel
threads as global information to maintain the data-flow soundness during information recovery.

The above summary-based method still cannot preserve the type soundness because the type
inference is performed on code entities (e.g., variables and function parameters) created during the

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 98. Publication date: April 2026.



Diatom: Polylithic Binary Lifting with Data-flow Summaries and Type-aware IR Linking 98:5

lifting process, which cannot be analyzed in advance. The key insight is that since type inference on
binary code works by aggregating how a specific value is used inside the program, such aggregation
can also be performed separately. Therefore, instead of preserving type soundness during parallel
lifting, the second part of our idea performs post-processing during the IR linking step, which
leverages the subtyping relations between different types to reconcile code entities in different
partitions, such that the type soundness can be guaranteed.

Novelty. We would like to highlight three key novelties. First, we propose a new polylithic design
to improve the scalability of binary lifters, which has not been explored before. The second novelty
lies in infusing the summary-based methods and subtyping relations at different phases of polylithic
design, together with several modifications to resolve the paradox between scalability and soundness,
thus exposing more parallelism. Third, the proposed design also embraces a new asynchronous
way to perform binary lifting, which paves the way for further improvements in binary lifters.
Scope. The scope of this work is confined to improving the scalability of binary lifting by acceler-
ating the translation of binary machine code into LLVM intermediate representations (IRs). Our
approach focuses on enhancing efficiency through parallelization, without relying on any symbol
or debugging information from the binary. It does not aim to improve translation precision or
recover higher-level semantics beyond what existing lifters provide. Instead, the goal is to enable
scalable binary lifting for extremely large binaries, serving as a high-performance foundation for
subsequent binary analysis tasks.

We implemented DiaTom and evaluated it with 16 large real-world benchmarks whose sizes
range from dozens of megabytes (MBs) to several gigabytes (GBs). The results show that DiaTom
achieves an average speedup of 7.45x and a maximum speedup of 16.8x while still maintaining the
lifting soundness. In summary, this paper makes the following contributions:

e We propose a novel parallel binary lifter that follows a new polylithic design.

e We propose to use light-weight data-flow summaries and type-aware IR linking to resolve
the paradox between scalability and soundness in polylithic binary lifting.

e We conduct large-scale experiments to show that DiaTom runs much faster than existing
binary lifters by achieving 7.45x speedup on average while still being soundness-preserving.

2 Design Overview

Algorithm 1: Polylithic Parallel Binary Lifting

Input: A binary program B, and the number of available threads n
Output :Lifted LLVM IR I},
1 Function PolylithicLifting(B):

2 T4is < Disassembly(B)

3 s <« ComputeSummary(Z ;s) > data-flow summary generation
4 Liink < empty LLVM IR module > output IR
5 Y3 < DistributeFunctions(Z g, n) > distribute functions into groups
6 foreach index i in ; do in parallel

7 Ti < Clone(Zyjs, i, ¥g) > IR partitioning
8 performing other lifting steps on Z; using /s > lifting
9 Link(Zy;nk, Zi) > link partitions
10 return Zj;,,.

The key design goal of DiaTowm is to achieve ultimate scalability in binary lifting by following a
novel “polylithic” design instead of the conventional “monolithic” one. In the meantime, it does not
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sacrifice the lifting soundness (soundness-preserving) achieved by the traditional monolithic lifting
that performs whole program analysis, i.e., the result of polylithic lifting should recover as much
information as the result of the monolithic one. Therefore, the soundness-preserving criteria used in
this paper are defined with respect to traditional monolithic lifting that performs whole program
analysis, i.e., the result of polylithic lifting should recover as much information as the result of
the monolithic one. More formally, the soundness-preserving criteria concern three important code
properties: control-flows, data-flows, and types, and are defined as follows.

Definition 2.1. (soundness-preserving) Given an input binary B, suppose the monolithic lifter pro-
duces the IR Zyon0, and Diatom produces Zy,o1y- Zpory is soundness-preserving with respect to
Linono if:

e (Control-flow soundness) Given Zpono’s CFG G = (V,E), the CFG for Z,,,;, G' = (V',E') is

control-flow sound if V.c V' AE c E.

e (Data-flow soundness) Let D and D’ be the set of high-level variables, parameters, or return

values recovered by Zmono and Zyo1y. Zpoty is data-flow sound with respect to Zy,on, iff D © D'
e (Type soundness) Let v be any value inside D, and v’ be the corresponding value inside D’.

Tyoly is type sound iff the type of o’ can be safely used by v without breaking the program.

Algorithm 1 shows the polylithic parallel binary lifting algorithm. Similar to conventional binary
lifters, it takes a single binary program as the input and produces the translated LLVM IR through
multiple stages. DiaTom realizes the polylithic design by splitting the monolithic LLVM module
into smaller pieces to perform parallel binary lifting. By breaking the single module into multiple
ones, translating each partition can be totally isolated from others and thus can be fully parallelized.
In the meantime, it leverages light-weight data-flow summaries and type-aware IR linking to
avoid soundness loss caused by separating dependent code fragments. Specifically, DiaTom mainly
consists of five phases (more implementation details are in § 7).

Phase 1. In the first phase, the input binary is disassembled to produce the monolithic IR module
Zais (Line 2) using a combination of recursive descent and linear sweep algorithms [80], similar to
existing binary lifters [13, 34, 37, 38, 57, 92]. Disassembly contains two sub-tasks: instruction lifting
and inter-procedural control-flow graph (ICFG) construction. These two tasks are intertwined [31]:
assembly instructions are translated into LLVM IRs by making their side-effect explicit [53], and in
the meantime, the produced LLVM statements are analyzed to find more instruction addresses and
build the ICFG. For example, data-flow analysis is used to identify targets of indirect control-flow
transfers [75]. After disassembly, the original machine code is translated into LLVM IRs, which
eliminates the need for reasoning about complex assembly language. In the rest of the paper, all
the proposed algorithms are discussed based on IR languages. Moreover, all function boundaries
will be determined and will not be changed anymore, which enables function-level parallelism.
Since the disassembly step is performed monolithically, the control-flow soundness is naturally
guaranteed, i.e., it produces the same result as the monolithic lifting.

Phase 2. When the initial LLVM IR is generated, DiaAToM computes light-weight data-flow
summaries for all functions, which are then used by the parallel threads as the global information
for maintaining the data-flow soundness (Line 3). The summary generation is efficient since it only
tracks non-aliasing global registers, and the generation process can be fully parallelized.

Phase 3. Then, DiaTom splits all functions inside Z ;s into n parts, where n is the number of
available threads (Line 5 - Line 7).

Phase 4. After IR splitting, DiaTom continues to perform other lifting steps, such as variable
recovery and code optimizations on the split IRs. Different from monolithic lifting that performs
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Fig. 3. Execution timeline for the two different lifter designs with three threads.

these steps with a single thread, DiaTom runs these steps on all IR partitions in parallel asyn-
chronously (Line 8). The data-flow summaries are used to prevent soundness loss caused by
separating dependent functions.

Phase 5. Finally, IR partitions are merged to produce the final output Z;,,x with a type-aware IR
linking process (Line 9). During linking, conflict types for the same code entity shared by different
partitions are resolved by exploiting subtyping relations to maintain the type soundness.

Figure 3 shows a comparison of the execution timeline between the traditional monolithic design
and DiaTom’s new polylithic design using 3 threads. As shown in the figure, the monolithic design
can only utilize a single thread and thus suffers from scalability issues. DiaATom runs the summary
generation (phase 2), the IR splitting (phase 3), and other lifting steps (phase 4) in a fully parallelized
way. The linking step (phase 5) is performed in serial in an asynchronous way with locking, thus
producing short idle time.

In the following sections, we will first give some preliminary definitions (§ 3), and then we
will discuss in detail the three main components of Diatom that are different from traditional
binary lifters: the data-flow summary generation (§ 4), the IR splitting (§ 5), and the type-aware IR
linking (§ 6). More implementation details of other lifting steps can be found in § 7.

3 Preliminary Definitions

Language. To present our work formally, we use a simple LLVM-like static single assignment
form (SSA) call-by-value language shown in Figure 4 to model the target program, similar to the
previous work [94, 95]. A program is in the static single assignment form [30] and may have multiple
functions, with or without a function body. The semantics of statements are standard. Statements
in this language include common assignments, ¢@-assignments, binary and unary operations, loads,
stores, branches, returns, calls, and sequencing. As discussed in § 2, the translation from original
binary instructions to the IR language is performed during the disassembly step, which is not related
to the contribution of this paper. Other lifting steps are all based on the IR language presented
in Figure 4, which abstracts away lots of machine-specific features. Registers are declared as
integer-typed global variables, and stack memory is accessed through the stack pointer register.

Type system. Figure 4 also shows the syntax for types. To handle types in different LLVM module
environments, D1aTom adopts a nominal type system [70, 99] (similar to the one used in C/C++), in
which types are identified by names instead of definitions so that the equivalence among types can
be established on the basis of their names. It contains primitive types such as int;,, double, and
float. ints, is an integer type with bit size sz. For example, in a 64-bit X86_64 system, the type
of general register is intg,. T* represents the pointer type, with 7 as the element type. z[n] is an
array type of size n. A class or structure type is labeled with a name x, and a sequence of field types
{71, 72, ... }. Although LLVM’s type system does not have separate notions for class and structure
types, and uses the StructType to represent both of types, at the LLVM IR level, these two kinds
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Program P :=F+
Function F := f(v1,0y,...) = {S;}
| f(v1,09,...) =@

Statement S:=uv; = &vz |v1 =02 | v1 = *0y

Type 7:=ints;
| double | float
| void
| 7%
| 7[n]
| (t1,72,...) > T

| struct x {r, 73, ...}

| 01 =03 |01 =0y ®os

lv=¢((p1,01), (¢2,02),...)
| r = call f(v1,0,...)| r = call v(vy, 0z, ...)
| return o] if (v) {S1; } else {S2;} | S1;S2
| class x {11, 12,...}
®e {AV,+ > <54 ..}

Fig. 4. The syntax and the types of the language.

of types usually have different prefixes in their names, i.e., “class” and “struct”. Therefore, we can
distinguish them based on the names. During lifting, it is also possible to distinguish class and
structure types by analyzing their semantics, for example, there could be dynamic dispatch/virtual
methods for class-typed data. A function type, (+) — 7, consists of a tuple that contains the types
of a function’s formal parameters mapped to the type of a function’s return.

Abstract domains. Given a program P, a label ¢ € L indicates the position of a statement in the
control-flow graph of the IR. Following previous work [44, 127], we abstract the low-level machine
code as a collection of registers r € R, which is globally shared by all the code for passing data
between instructions. The whole memory space is split into disjoint regions: global, stack, and
heap. Abstract values are represented as (m, 0,sz), where m stands for a memory region and o
stands for the offset relative to the base of the region. The global region, denoted as M,, stands
for the locations holding initialized and uninitialized global data, such as the .data and .rodata
segments of an ELF. A stack region, denoted as M{ , represents the stack frame for function f and
holds local variable values. M} denotes a heap region that is allocated at £ € L.

4 Data-flow Summary Generation

Since functions are distributed based on their sizes, functions with inter-procedural dependences (e.g.,
caller-callee relations) could be placed into different partitions. However, several lifting stages
require reasoning about inter-procedural data-flows between functions, such as parameter pass-
ing [92] and stack memory sharing [92, 130]. We discuss more implementation details in § 7.
Unaware of the inter-procedural data-flow information during lifting could threaten the data-flow
soundness of lifted IRs, as illustrated in § 1.3.

One crucial task of a binary lifter is to abstract away from the low-level data-flows implemented
with machine registers and stack memory, and transform them into high-level ones, which use
function parameters to pass data between procedures. The above task requires data-flow analysis
on both caller and callee functions. The low-level machine code leverages two machine features to
implement inter-procedural data-flows between functions: global registers and stack memory [38].
Global registers are usually written by the caller function and read by the callee function to
pass necessary parameters. Each function maintains its own stack frame, which is a range of
stack memory that can be manipulated through the stack pointer register [64]. The stack frame
accommodates both locally declared variables and actual parameters. The stack space for parameters
is shared with the stack frame of the caller function.
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Algorithm 2: Summary Generation

Input: Translated LLVM IR after Disassembly T j;
Output :Generated function summary map s
1 Function ComputeSummary (Z;;¢):

G <« getCallGraph(Z ;)

D> generate the program call graph

3 Va <[] > function data-flow facts mapping
4 foreach f in G do in parallel
5 Slf, S(J; ~ g > input/output summary
6 R,I,O < getDataflowFacts(f) > forward data-flow tracking
7 Valf ~» (RLO)] > record the results of data-flow tracking
8 vslf (Slf, S{:)] > update summary map
9 W@ > empty worklist
10 foreach f in G do
1 L WeWuf
12 while W is not empty do
13 f < pop from W
1 RLO « y4(f) > get data-flow facts of f
15 Slf, S{; < ¥s(f) > already computed summaries for f
16 foreach C in getCallee(f, G) do > analyze each call site inside f
17 ¢ < get the called function at C > c is the called function
18 87,85 « g(c) > already computed summaries of ¢
19 foreach i in Sf do
20 if IIp (i, {c) = @ then
21 t Slf « Slf Ui > add new values to the input summary
22 foreach o in S5 do
23 L R,I,O « updateDataflowFacts(C) > update data-flow facts
24 foreach i in Slf do
25 if Ik (i, £) + & then
26 L Sl-f « Slf\i > remove defined values from the output summary
27 if (Slf Sg) changes then
28 foreach caller in getCaller(f, G) do
29 L W <« W ucaller ) > add caller of f to the worklist
30 | returnyg

Example 4.1. The r8d register is defined at Line 13 and read at Line 4 in Figure 2b (r8dy,, ~ r8dpar),
which will be identified as a function parameter. The stack memory accesses at Line 11 and Line 6
in Figure 2b refer to the same stack location, which is defined in foo and read in bar ([rsp] oo ~
[rsp + 8]par), therefore will be marked as a stack parameter.

If functions with caller and callee relations are separated into two partitions, the inter-procedural

data-flow relations between registers and stack memory cannot be established, which could result
in unsound data-flow recovery results, i.e., missing data-flows.
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Example 4.2. In Figure 2b, if foo and bar are separated into two partitions, the lifter will not be
aware of use sites for the stack memory write at Line 11 inside the callee function bar ([rsp] o0 ~ @).
Therefore, the stack parameter is missing, causing incorrect lifting results.

Our key idea for solving this problem is to compute summaries for each function before IR
partitioning so that the caller function can be aware of the callee’s data-flow facts even in the
absence of its function body. The data-flow summary is meant to be general; it can be used to
facilitate any lifting stages that require the callee information.

Since binary lifting only aims to abstract away low-level machine operations through global
registers and stack memory [28], we only need to track global registers that cannot be address-taken;
therefore, we do not need to consider possible aliasing relations on heap memory during data-flow
recovery, making the analysis light-weight. Moreover, the summary computation is performed
intra-procedurally and does not modify the original IR so that the process can be parallelized based
on functions. Experimental results also show that the analysis can scale to extremely large binaries;
on average, the summary computation only accounts for 3.2% of the total running time in DiaToMm.
The data-flow summary is defined as follows.

Definition 4.1. The data-flow summary A for function f is a pair A = (Slf, S(J,[), which denotes f’s
input and output summaries, respectively. Slf is the input summary of f, which is a set of registers

and stack memory slots that are defined by f’s caller function. S({ is the output summary of f,
which contains the set of registers that are defined inside f and will be returned to its caller.

Example 4.3. For the function bar in Figure 2b, its data-flow summary is computed as A =
(Sibar,Sé’“r), where Sl-b“' = {esi, edx, ecx,r8d,r9d, [rsp + 8], rdi}, and Sf,’“r = @. rdi is inside Sl-b“'
because at Line 7, the value of rdi is loaded but rdi is not defined inside bar.

We also would like to note that the generated data-flow summaries have already captured all
required information to handle complex parameters/return values passing mechanisms in binary
code. For example, programs can pass arrays/structures by value using function parameters. At the
LLVM IR-level, passing those aggregate values as parameters is often implemented using pointer-
based or memory-based mechanisms. When lowering to binary code, those values or pointers
are still passed through registers or stack memory reference, which are already captured by our
dataflow summaries. It is also common for programs to pass heap-allocated pointers to functions
as parameters and also take the return values. At the binary level, such pointers are still passed
through either global registers or stack memory, and both of them are captured by summaries.

4.1 Summary Generation Algorithm

The summary generation process performs forward traversal on the function body to track data-
flows of the stack pointer and registers for parameter passing. As shown in Algorithm 2, for each

function f inside the call graph G, DiaTom computes both input summary Sif and output summary

Saf . The summary contains two kinds of code entities that could propagate values inter-procedurally
in binary code: registers and stack memory [38].

Figure 5 formulates the intra-procedural data-flow tracking rules for basic statements that are
used by the getDataflowFacts() procedure of the algorithm (Line 3 - Line 8). Each rule is in the
form R, L, O + ¢ : stmt : R, T, Q', which states that given the current register state map R, the input
map [, and the set of output value O, the statement stmt at program point £ updates them into R/,
I, and Q. The register map R(r) = {(¢,v)} denotes that the register r has the value v at program
point £. The input map I(v) = {¢} denotes that the value v is defined by the caller function and is
used at program point ¢ in the current function. The output set O = {0} denotes that v’s definition
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Fig. 5. Intra-procedural data-flow tracking rules.

is available after the current function returns. We also define the operation Iz (7, £) for querying
the definition for register r before the program point ¢. Specifically, we handle read/write from/to
registers and memory. We also handle program constructs such as sequencing and branching.

e We analyze each function independently of its calling context. The rule INITSTATE sets up the
initial state for the function f. It initializes the stack pointer register to be 0 to represent the
bottom of the stack frame at function start (). Other registers are assumed to be uninitialized
at the function entry and, therefore, do not have any mappings in R.

e The rule RET handles the return statement. It takes the intersection of all registers that are
defined before each return statement.

e The rule WRITEREG is used for updating the register state map R, which binds the value q to
the register r at program point ¢.

o The rule READREG checks whether R contains 7, i.e., whether r has been defined by other
statements before ¢. If not, it will add r to I, indicating that the loaded value of r at ¢ is
possibly defined by f’s caller.

e The rule READMEM handles memory read such as the mov [rsp], 4 instruction in Figure 2b.
It uses procedures getMem and getOffset to check whether the instruction refers to stack
memory M{ at a certain offset 0. The two procedures can be implemented effectively by
analyzing operations on the stack pointer (e.g., RSP in X86_64) without expensive pointer
analysis [1, 6, 7, 19, 43, 130]. Specifically, in order to uniformly represent stack offsets, for
each instruction that accesses the memory, Diatom performs a backward data-flow analysis
to obtain the current stack offset relative to the function start (o). If o is outside of the stack

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 98. Publication date: April 2026.



98:12 Anshunkang Zhou and Charles Zhang

frame for f, i.e., the offset is larger than 0, the accessed memory <M{ 0, sizeof(p)) will be
added to I. The auxiliary function sizeof retrieves the bit size of the memory read/write.
Writing to memory is handled similarly.

e The rule BRancHING handles multiple paths. It updates R(r) by merging multiple definitions
into an abstract value y if r is defined on all paths. Otherwise, it will preserve the information
that 7 is still undefined on some paths. It also merges the input map I from all paths.

e The rule SEQUENCING is simple, which uses the post state of statement S; to analyze the
immediate next statement S,.

Summary propagation. However, only analyzing the function body could result in missing or
fake inter-procedural data-flows since the above rules do not handle call site statements. An intuitive
example is the function wrappers [103], which may not have explicit definitions for parameters
before call sites.

Example 4.4. In Figure 2b, the three parameters of foo are directly used by the call site of bar at
Line 15. Therefore, no explicit mov instructions are used for parameter registers rdi, rsi and rdx.
Therefore, merely analyzing foo’s function body could miss data-flows.

Example 4.5. Consider a simple X86_64 assembly function f = {call fi; load xmmo0; }. Merely
analyzing the function body of f could conclude that the input summary Sif contains register
xmm0. However, xmmo0 is also used to store floating-point return values. Therefore, if f; is returning
a floating-point value, the xmm0 inside f is actually implicitly defined by call f; and should not be
added to Sif , which could cause fake data-flows.

To tackle this problem, Line 9 - Line 29 of the algorithm further propagates local function
summaries through the call graph until a fixed point is reached. For a function f inside the call
graph G, the algorithm iterates through all call sites inside f’s function body (Line 17). For each
callee function ¢, the algorithm checks whether input values inside S have definitions in the
current function by performing a query Iz on the current function, if not, the input value i is
further propagated to f (Line 21). Using the output summary S§ of ¢, the algorithm updates the
data-flow facts of f (Line 23). The input summary of Slf is further refined by removing values that
are defined by the updated R (Line 26). If f’s data-flow summaries are updated, we add all f’s caller
functions to the worklist (Line 29), until a fixed-point is reached.

Loop handling. Algorithm 2 is an intra-procedural flow- and path-insensitive analysis, with
a propagation on the direct call graph. It computes input/output values of functions regarding
registers and stack references. For registers, since we only want to know whether they are defined
within the function body, loops can be unrolled once to reason about the def-use relations. For stack
memory, our algorithm is mainly concerned with the base offset of each accessed stack memory. For
example, if there is an array on the stack, the memory could be accessed with [rsp + 10 + index * 4].
The algorithm mainly extracts the relative offset to the stack frame for the base pointer, which is
rsp + 10; therefore, loops also will not affect the analysis.

Soundness of summaries. The following theorems explain why the summary generation pre-
serves the data-flow soundness in Definition 2.1.

Theorem 4.1 (Summary soundness). At the fixed point of Algorithm 2, for any function f and any
tracked value v (non-aliasing registers or stack slots), if v is used in f and no intra-procedural
definition reaches that use, then v € Slf . Moreover, for any register v, if v is defined on all paths to
every return in f, then v € S(J; .

Proof sketch. The intra-procedural rules in Figure 5 add each use without a prior local definition
to I, and the propagation phase adds the callee inputs that remain undefined at each call site to
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the caller’s Sif . The worklist reaches a fixed point on the call graph, so all inter-procedural uses
are captured. The RET rule intersects register definitions at returns, yielding exactly the registers

defined on every return path in Sg,t .

Theorem 4.2 (Summary-based data-flow soundness). Let Z,0,0 be the IR produced by monolithic
lifting and 7,1, be the IR produced by polylithic lifting that uses ¢/s (the function summary map)
for parameter/return recovery, under the same register/stack abstraction and calling convention.
Let D and D’ be the sets of recovered parameters and return values in Z,on, and Zyo1y, respectively.
Then D € D'.

Proof sketch. Any parameter/return recovered by the monolithic lifter corresponds to a caller-defined
register/stack slot or a callee return register observable in the full program. By Theorem 4.1, these

values appear in Slf or S{; , so the parallel lifting steps that use /s reconstruct at least the same
parameters/returns in each partition. Linking does not remove these entities; therefore, D ¢ D'.

5 IR Splitting

One of the key steps that enable DiaToMm’s polylithic design is IR splitting, which decomposes the
monolithic LLVM module into individual partitions to parallelize the binary lifting process. A naive
way for splitting the IR into independent partitions is to use the SplitModule functionality in the
LLVM framework [8, 50, 112]. It first copies the original IR into a serial of new IRs {Zy,Z,, ..., Z, }.
Then, it serializes new IRs to disk files and finally unserializes files into modules with individual
environments {&;,&,, ..., £, }. However, the naive approach only performs a “shallow copy”, which
only copies IR statements syntactically that keep the references to the original IR, meaning that all
cloned IR modules still share the same global environment £ as the original one. Therefore, the
splitting process has to be performed in serial with a single thread, which causes a severe slowdown
and even shadows the performance gain brought by parallelism. In our preliminary evaluation, we
found that the naive approach could even take over one hour to split the IR of large binaries.

To overcome the above limitations, our key idea is to perform a “deep copy” during IR splitting

so that new IR modules are already independent in terms of global environments. The idea provides
a “one-stone-two-birds” solution: it enables a fully parallelized splitting process while eliminating
the redundant serialization-deserialization overhead.
Function Distribution. The DistributeFunctions procedure in Algorithm 1 is used for assign-
ing functions inside Zy;; into n groups, where n is the number of available threads. DiaTom’s
function distribution strategy is based on a key observation that the lifting time for specific func-
tions can be approximated by their sizes. Therefore, our strategy aims to evenly distribute functions
to different partitions according to their sizes. We formulate the function distribution problem as a
variant of the classic k-partition problem [18]: given a set of n functions {f;, fi, ..., fu} where f; is of
size's; (count of instructions), find a partition {So, Si, ..., St } of size k (the number of available threads)
such that the difference between the subset sums is minimized.

The partition problem is A/P-hard, and we use the popular greedy algorithm to solve it [48].
Specifically, it computes a mapping ¥4 : f +— i to indicate the partition i where f should belong.
The high-level algorithm iterates through all the function sizes in descending order, assigning each
of them to whichever subset has the smaller sum. The running time is only O(nlogn); therefore, it
can scale to extremely large binaries.

Lock-free IR Cloning. The Clone procedure in Algorithm 1 copies functions inside Z;; into
one partition Z;. The major advantage of this algorithm is two-fold. First, it does not involve any
lock mechanism since Z; has an independent global environment &;; therefore, it can be fully
parallelized. Second, the cloning is performed in a pure on-demand manner, i.e., values are only
cloned when instructions refer to them. Specifically, to clone the function f, from Z;, into f; inside
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7;, it maintains three mappings between Zy;; and Z;: 1; maps global values such as functions and
constants, §/; maps types, and /; maps local values between f, and f,. Then, it performs a “deep
copy” on f, which rebuilds all statements from scratch, including all the referred values such as
constants, global variables, and functions. For functions that do not belong to the current group,
only declarations are created instead of full-function bodies.

6 Type-aware IR Linking

Algorithm 3: Type-aware IR Linking
Input: Translated LLVM IRs T;, Z;
Output :Linked LLVM IR I};,1

1 Function Link(Z;, Z;):

2 foreach global values v; inZ; do
3 if Z; contains the same code entity v; then
4 7; < getType(v;), 7j < getType(v;) > retrieve the type of the value
5 if 7; < 7j then
6 L modify vj to 1; inside T; > modify the type and all use sites
7 else if 7; < 7; then
8 L modify v; to tj inside T;
9 else
10 ™Tm < Merge(r;, ;) > merge two types
11 modify vi, vj to T inside T;, T;
12 L Ilink <« Link(I,-, Ij)

After DiaTom finishes lifting IR partitions, it links IRs together to form the final output Zy; .
Since all partitions are merged into a single LLVM module, the linking step has to be performed in
serial, and D1aToMm uses the lock mechanism to avoid possible data races.

The main challenge of the linking step is that types of shared global values across IR partitions
could be recovered differently, which could break the type soundness during IR linking. Global
values such as functions or global variables can be referred to by instructions in different IR
partitions. For example, different functions could refer to the same global memory address in the
function body, which is defined as follows.

Definition 6.1. Global value v; inside IR Z; refers to the same code entity as v; inside Z; if v; and v;
have the same symbol name.

Existing binary lifters [37, 57, 92, 130] incorporate simple type inference mechanisms into the
lifting process. For example, LASAGNE [92] proposes to promote integer-typed parameters of a
given function to a pointer type by collecting and analyzing all their uses. However, since each
partition only contains a partial set of all the uses for global values, the type for the same value
might be recovered differently across IR partitions.

Example 6.1. In Figure 2, the first parameter of the function bar (rdi) can be inferred as a pointer
type intgy* according to the memory read operation at Line 7. Therefore, the type of the first callee
parameter at Line 15 will also be declared as a pointer type. However, if foo and bar are split into
two individual partitions, the callee parameters of bar will be different; thus, these two IRs cannot
be directly linked together and could break the type soundness.
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Fig. 6. Inference rules that define the subtyping relations.

Our key idea for solving the above challenge is to leverage the subtyping relations to reconcile
type discrepancies between IRs while maintaining soundness. We propose a type-aware IR linking
algorithm to reconcile shared code entities among IR partitions, as shown in Algorithm 3. It works
by examining all shared global values (e.g., functions and global variables) between IRs. For the
two shared global values v; and v; inside Z; and Z;, if their types form subtyping relations, the
algorithm always downcast [97, 100] one of them to another, otherwise, their types are merged.

6.1 Subtyping Relations

Subtyping [25, 83, 87, 97, 118] enables safe substitution between different types and is often
considered an essential feature of object-oriented languages. We formalize the intuition that some
types are more informative (precise) than others but still have a compatible runtime representation.
Specifically, if 7 is a subtype of 7/, written r < 7’, it means that any term of type 7 can safely
be used in a context where a term of type 7’ is expected. The subtyping rules, which are mostly
standard [87, 121], are shown in Figure 6. In the figure, most rules follow the original definitions of
physical-subtyping [25], and there are several additional rules specialized for machine code, similar
to the one proposed by Xu et al. [118].

REFLEXIVITY and TRANSITIVITY are two basic rules indicating that any type 7 is a subtype of
itself, and if 7 is a subtype of 7’ and 7’ is a subtype of 7/, then 7 is also a subtype of 7"’

Besides basic subtyping rules, we consider each form of the type defined in Figure 4 (function
types, structure types, etc.); for each one, we introduce one or more rules formalizing situations
when it is safe to allow elements of one type of this form to be used where another is expected.

e The rule VoIp indicates that any type 7 can be a subtype of the void type, i.e., a 7 type can
safely be used in a context where a void type is expected.

e Rule PRIMITIVE states that a primitive type 7 is a subtype of type 7’ if 7’ has at least as many
bits as 7. For example, the usage of a 32-bit integer can be safely replaced by an 8-bit integer.

e The rule POINTER states if 7 is a subtype of 7/, then 7+ is a subtype of 7'*. For example, rules
Voip and POINTER reflect that void# is the supertype of other pointer types.

e The rule ArrAY indicates that an array 7[n] is a subtype of '[m] if 7 < ' and 7[n] is longer.

e The rule FuncTioN defines a subtyping relation between two function types T; and T,. T can
safely substitute T, if T has more parameters, its return type is a subtype of T,’s return type,
and each parameter type is also a subtype of T,’s.
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e The rule AGGREGATE is defined in a similar way as the rule FUNCTION, it defines the subtyping
relation between two aggregate types (structure and class types). Note that LLVM does not
define a first-class union type in its IR, instead, a C union is lowered into a structure type
whose size and alignment match the largest and most strictly aligned union member. Inside
IR statements, a particular member of the original union type is accessed through a pointer
cast (via bitcast). Therefore, when we merge shared global values that have union types, we
can still apply the AGGREGATE rule to obtain the linked type.

The rule FIRSTMEMBER defines that a structure is a subtype of another type 7 if the type
of the first member 7 is a subtype of 7, i.e., it is safe to use a structure in a place where a
supertype of its first member is expected.

The rule POINTERINTEGER indicates that a pointer type could be the subtype of an integer
type. All values inside the primitive binary code do not have explicit type declarations and
are operated as if they are integers through global registers or memory. Therefore, if a binary-
level value is inferred as a pointer, it can still be safely used in the original binary code where
an integer is expected. For example, the X86_64 add instruction can be used to add two
integers, but also to add an integer and a pointer.

6.2 IR Linking Algorithm

Algorithm 3 iterates all shared global values inside Z; and Z;, for each pair of values v; and v;,
it retrieves their types 7; and 7; (Line 2 - Line 4). Following the subtyping relations defined in
Figure 6, if 7; is a subtype if 7}, i.e., 7; < 7;, we substitute v;’s type 7; with 7; and modify all v;’s
usage accordingly. The situation when 7; < 7; is handled similarly (Line 5 - Line 8).

Example 6.2. For the assembly code in Figure 2b, the two functions are placed into two IR partitions:
Tyar and Z¢,,. The global value bar is shared between Z;,,- and Zro,. Zpqr contains the definition
of bar while Zr,, contains a call site of bar. As explained in Example 6.1, the type of bar inside
Tpar can be inferred as 71 = (integ*, intsg, intsy, intsy, intsy, intsy, intsy) — void. However,
since Zr,, does not have any hints about bar’s first parameter rdi, bar’s type could be inferred
as 7 = (int64, intgz, int32, int32, intgz, int32, int32) — void. When hl’lkll’lg Ibar and IfOO’ the
algorithm could establish a subtype relation between 7; and 7, as 7, < 73. Therefore, 7, inside Zy,,
will be replaced by 7;.

Line 9 - Line 11 in the algorithm handles the situation when the two types of the same global value
do not form any subtyping relations. The algorithm merges the two types together into another
type 7,, that satisfies 7,,, < 7; and 7,,, < 7;. The type merging is similar to existing binary-level type
inference techniques that create union or structure types [59, 116, 126]. The merging is guaranteed
to succeed due to the following theorem.

Theorem 6.1. Given a a shared code entity v in IR partitions {Z;,Zs, ..., Z, }, denoted as {vy,vs, ..., vy },
whose types are {11, 72, ..., 7, }, respectively. There always exists a type 7 that satisfy r <7y AT <
TOA AT 2T,

Proor. Consider the code entity in v in the monolithic IR Z, and suppose it has type r, which
implies that 7 aggregates all v’s usage U = {uy, uy, ..., u, } inside Z. Since any IR partition Z; contains
a subset of instructions of Z’s, v’s usage U; inside Z; is always a subset of U, i.e., U; € U. Therefore,
7 can also aggregate U;, and can safely substitute the type of v, 7;, inside Z;. According to the
definition of subtyping [87], 7 < 7;. O

Theorem 6.1 implies that if the two types of the same global value do not form subtyping
relations, we can always find another type 7 that is a subtype of both of them. For example,
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consider two structures, 7; = x1 {intsy, intey, intes* }, and 75 = x {intsy, intgg*, intey ). 71 and
7, do not form subtyping relations according to Figure 6. But we can find another type 73 =
x3 {intsg, integ*, intey* } that satisfies 73 < 71 A 73 < 15.

Additionally, we argue that more sophisticated type inference techniques, such as the learning-
based ones that require the presence of the whole program code [61, 76, 85], are often performed on
the output of a binary lifter instead of the intermediate results during the lifting process. Therefore,
DiaTom’s polylithic design will not threaten its practicality.

7 Implementation

We implemented DiaTom in C/C++ on top of LLVM 3.6 [58]. We follow numerous open-source
binary lifters such as RETDEc [57, 66], McTOLL [92], and McSEMA [31, 37] to implement basic lifting
components such as the procedures at Line 2 and Line 8 in Algorithm 1.

Disassembly. The disassembly step is responsible for lifting the machine code into LLVM IR
statements and constructing the inter-procedural control-flow graph (ICFG) from the input binary.
Diatom adopts the Capstone [2] library for instruction decoding and reuses the Capstone2L1vmIR [3]
library from ReETDEC [57] to translate assembly code into LLVM IR statements. DiaTom’s general
disassembly technique is based on the combination of recursive descent and linear sweep algo-
rithms [80], and indirect branches or function calls are handled with data-flow analysis, similar
to existing binary lifters [13, 34, 37, 38, 57, 92]. For example, for indirect jumps, DiaTom iden-
tifies the location of the jump table by performing backward data-flow analysis from the jump
instruction[75, 114], which contains all jump target addresses. For calling to function pointers,
DiaTom also performs backward data-flow analysis for identifying possible target callee functions
in a best-effort way. Note that missing targets of function pointers will not cause missing control-
flow edges on the ICFG, and such indirect calls are conservatively represented as abstract call sites,
ensuring that ICFG remains sound without enumerating specific callees. The output of disassembly
is an initial LLVM IR, and all the remaining lifting steps are performed on the IR instead of the
assembly code. Note that the data-flow analysis used in disassembly is light-weight and has limited
impact on the overall scalability, as shown in § 8.2.

IR Splitting. The IR splitting step clones IR functions from the monolithic LLVM IR module Z;,
into individual IR modules {Z;,Z,, ..., Z,, }. Each function inside Z;; is traversed in parallel, for each
IR statement, DiaToM first extracts the information it provides, such as the types of opcode and all
operands. Then, it uses the IR Builder provided by LLVM to create the same statement in the
target IR partition Z;. D1aToMm handles dependencies between IR values by maintaining a mapping
that records correspondence between the values of two IR modules. If we encounter an operand
that has not been copied, a placeholder value in the Z; is generated. Once the translation for that
operand is completed, we replace all usages of the placeholder with the actual values in Z; [124].
Data-flow Recovery. The procedure at Line 8 in Algorithm 1 performs data-flow recovery on
all IR partitions in parallel. Specifically, DiaTom recovers high-level constructs such as variables
and function prototypes on the IRs. DiaTom adopts similar underlying algorithms for variable
and function prototype recovery as existing binary lifters [13, 34, 37, 38, 57, 92]. Taking function
prototype recovery as an example, the binary code passes parameters and returns values according
to the architecture-specific calling conventions [69]. For example, the X86_64’s calling convention
passes the first six integer arguments in general registers(e.g., rdi), and additional integer arguments
are passed through the stack in reverse order. Traditional monolithic algorithms detect parameters
of a function by performing a live variable analysis of register usage, along with a stack frame
analysis [92], and taking registers that have no reaching definitions and stack frame accesses out of
the current functions as the parameters. Those analysis results are used to analyze all the call sites
to identify the passed values. In D1iaToM, instead of reasoning about inter-procedural data-flows
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between functions directly, DiaAtom modifies the original algorithms by leveraging pre-generated
summaries (§ 4) to identify values passed to callee functions at call sites.

Calls through function pointers pose additional challenge for parameter recovery, as the callee

function is not statically known. In such cases, we follow existing binary lifters [34, 37, 57] to recover
parameters by analyzing call site information directly. Specifically, we inspect the calling convention
at each indirect call site and identify the registers and stack locations that are live and consumed
at the call instruction. Additionally, it is also possible to further adopt other techniques [55, 56]
that associate function pointers with callee functions, which enables the usage of callee-specific
summaries or prototypes.
IR Optimization. Following existing lifters [31, 37, 57, 92, 130], DiaToMm applies LLVM optimiza-
tions such as SimplifyCFG to eliminate unnecessary code produced during the lifting process (Line 8
in Algorithm 1). Note that, from monolithic lifters that perform optimizations on the whole LLVM
module sequentially, DiaTom applies optimizations to individual IR partitions in parallel.

8 Evaluation
Our evaluation aims to answer the following research questions.

e RQ1: Can DiaToMm scale to extreme large binaries?
e RQ2: Can DiaTom preserve the lifting soundness compared with monolithic lifters?
e RQ3: What are the contributions of DiaTom’s main components (ablation study)?

8.1 Experimental Setup

Environment Setup. We evaluate DiaTom on an Intel Xeon(R) computer with a Platinum 8358
CPU and 512GB of memory running Ubuntu 18.04 LTS. The computer is equipped with 128 CPU
cores, therefore, unless otherwise specified, D1aTom is run with 128 threads.

Benchmarks. As shown in Table 1, we use 16 large X86_64 binaries in the evaluation, including 13
binaries compiled from famous real-world open-source C/C++ projects such as Firefox, one pre-
built library from TensorFlow [9], and two large binaries from a standard benchmark x86-sok [80].
For each binary, we adopt both its stripped and debug versions in the evaluation. Stripped binaries
represent the most general case where the binary itself does not contain any high-level information,
such as types and function prototypes. Moreover, since the benchmark programs are collected
from different sources, different compilers and flags are used for generating the binaries. For
example, blender is compiled with clang-12, libtensorflow.so is compiled with gcc-7.3.1,
and 1ibv8. so is compiled with clang-6. Various optimization levels are also used such as -03,
-0fast, and -0s, etc.

We have several criteria when selecting the benchmarks: popular in the community, the sizes of
codebases/compiled binaries are large enough, and widely used for evaluating previous scalable
static code analysis methods. For example, Linux and Firefox are used for evaluating distributed
inter-procedural data-flow analysis [104] and disk-based flow-/context-sensitive analysis [131].
TensorFlow is used to evaluate a new algorithm for parallelizing the CFG construction (disassembly)
on binaries [72]. FFmpeg, MySQL, Firefox, and V8 are used for evaluating scalable sparse value flow
analysis [94, 95]. Several selected projects are even larger than all benchmarks used by previous
work, such as Blender and Oceanbase.

Baseline Approaches. We compared DiaTom with two state-of-the-art monolithic binary lifters
as follows. We are also aware of other popular lifters such as mcToLL [92, 119] and ReopT [4],
however, they crash on all the benchmarks, therefore, we omit them in the evaluation.

e RETDEC [57] is an open-source monolithic binary lifter with industrial strength and is widely
adopted in numerous binary analysis tasks [41, 65, 66, 68, 77, 115].
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Table 1. Lifting time (seconds) and the speedup over existing lifters on binaries with and without debug
information. “-” means the lifter crashes on the binaries. The column Code Size is the size of the code section
in the compiled binaries, the numbers are shown in megabytes (MB).

Code w/ debug info (seconds) w/o debug info (seconds)
Project Binary Size | DIATOM [ PLANKTON [ ReTDEC DiaToMm | PLANKTON [ ReTDEC
Time ‘ Time ‘ Speedup ‘ Time ‘ Speedup | Time ‘ Time ‘ Speedup ‘ Time ‘ Speedup
RocksDB rocksdb.so 6 28.61 177.03 6.2x 385.38 13.5x 25.26 166.13 6.6x 382.98 15.2x
PHP php 9 41.04 224.64 5.5x 832.61 20.3x 41.21 219.91 5.3x 799.94 19.4x
MySQL mysqld 11 51.53 337.93 6.6x 1114.7 21.6x 47.89 406.4 8.5x 1170.23 24.4x
FFmpeg fimpeg 15 81.46 621.81 7.6x 655.87 8.1x 77.1 565.03 7.3x 676.89 8.8x
MariaDB mariadbd 19 88.87 459.77 5.2x 3212.08 36.1x 73.9 489.07 6.6x 3250.43 44.0x
A% libv8.so 24 101.96 797.43 7.8x 12519.84 122.8x 92.25 656.28 7.1x 10389.06 112.6x
GCC ccl 27 457.73 2981.81 6.5x 3719.29 8.1x 316.85 3046.21 9.6x 3914.21 12.4x
GCC CClpluS 30 489.08 3145.66 6.4x 4367.81 8.9x 338.42 3238.07 9.6x 4672.6 13.8x
Node]JS node 36 191.78 1793.86 9.4x - - 171.37 2044.23 11.9x - -
Linux vmlinux 127 590.41 3707.85 6.3x - - 574.32 3842.87 6.7x - -
FireFox libxul.so 127 668.7 4853.96 7.3x - - 581.86 4254.06 7.3x - -
Chrome chrome 164 997.96 | 5562.91 5.6x - - 914.51 | 5732.76 6.3x - -
TensorFlow | tensorflow.so | 185 1079.81 | 8399.67 7.8x - - 1134.29 | 8709.55 7.7x - -
LLVM clang-20 189 2133.79 | 10534.34 4.9x - - 880.06 8090.96 9.2x - -
Blender blender 209 2424.24 | 16452.05 6.8x - - 1557.74 | 26130.54 16.8x - -
OceanBase observer 551 2562.46 | 17802.23 6.9x - - 2509.58 | 13735.62 5.5x - -
[ Average | - [ 108 ] 749.34 | 486581 | 6.7x | 3350.95 | 29.9x | 583.54 | 508298 | 8.2x | 3157.04 | 313x

e PLANKTON [130] is a most recent monolithic binary lifter!. Similar to RETDEC, PLANKTON is a
general binary lifter that handles both stripped and unstripped binaries. It also features several
new algorithms to produce analysis-friendly LLVM IRs by leveraging debug information.

8.2 RAQ1: Scalability

In this section, we evaluate the scalability of DiaTom in terms of both the parallel speedup and the
memory consumption.

Speedup. We first compare DiaTom with two state-of-the-art monolithic binary lifters to show its
parallel speedup. Table 1 shows the time consumption of DiaTom, PLANKTON [130], and RETDEC [57]
on 16 benchmarks, ordered by the code size. The table shows the results of lifting binaries with
and without debug information to demonstrate the generality of Diatom. RETDEC is only able to
lift the smallest 8 benchmarks and crashes on the others (no valid LLVM IRs produced), therefore,
some results are omitted in Table 1.

The results show that DiaTom achieves an average speedup of 7.45x over the monolithic lifter
PLANKTON on all binaries (with and without debug information), and the speedup can be as high
as 16.8x. Among the 8 benchmarks that can be handled by RETDEC, D1aToMm achieves an average
speedup of 30.6x. It is noteworthy that even a 7.45x speedup is significant enough to make binary
lifting useful in practice. For example, originally, it takes nearly 5 hours to process the observer
binary. With the new design, it saves more than 4 hours, making the binary lifting acceptable in
the industrial setting. The speedup over RETDEC is much higher than that over PLANKTON mainly
because RETDEC runs much slower than PLANKTON. For example, it takes PLANKTON only 797.43
seconds to lift the debug version of 1ibv8. so binary, while RETDEC takes 12519.84 seconds.

For small-sized binaries such as php and mysqld (dozens of megabytes), PLANKTON could finish
lifting within 10 minutes, which is already very fast. But D1iaToM can still achieve 5x to 6x speedup
by further shortening the lifting time to less than 1 minute. The scalability problem in monolithic
lifters becomes much more severe on bigger-sized binaries (hundreds of megabytes to a few
gigabytes) such as clang-20. PLANKTON and RETDEC become orders-of-magnitude more expensive

! Available at https://www.clearblueinnovations.org/
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stages on all binaries.

and even require a few hours to finish the lifting process. Thanks to the new polylithic design,
DiaTom is much more scalable than the compared monolithic lifters when handling extremely large
binaries. For example, PLANKTON could take over 7 hours to finish translating blender without
debug information, while DiaToMm only takes about 25 minutes, achieving a 16.5x speedup. As
shown in the table, DiaToMm finishes lifting all binaries within 1 hour, which is significant enough
to support upper layer analysis on programs with millions of lines of code.

The overall results also follow the principle that larger binaries take a longer lifting time, which

is accordant with our observation in § 5. However, there are a few violations in Table 1, for
example, PLANKTON spends more time on ffmpeg (15MB code size) than mariadbd (19MB code
size). The lifting process involves numerous analyses, such as data-flow analysis, whose time
complexity is not solely determined by the code size. Therefore, it is possible that some smaller-
sized binaries take longer lifting time. Such a phenomenon can also be observed in numerous
previous works [94, 125, 130], i.e., analyses on smaller codebases could take more time than those
on larger codebases. Since DiaToMm only tries to parallelize the original lifting process without
changing the internal algorithms, a similar phenomenon could also happen in its results.
Runtime breakdown. Figure 7 further presents a comparison between DiaTom and PLANKTON
in terms of the average time breakdown of different lifting stages on all binaries. The figure shows
that DiaTom has a much shorter total lifting time than PLANKTON (666.4s vs. 4974.4s on average).
While the disassembly step only accounts for about 4% of the total lifting time in PLANKTON, it
takes about 32% of the time in DiaTom. It is because DiaTom still performs the disassembly step
in a monolithic way, as the overall performance is improved, the monolithic step now becomes a
performance bottleneck, which can be further improved with existing parallelism techniques [72].
The summary generation is also very efficient for practical usage, taking only 3.2% of the total
lifting time. The parallel lifting step in DiaTom takes most of the time (54%) because it includes
multiple stages, such as IR splitting, IR linking, and code optimizations.
Threads vs. speedups. We also studied the relationship between the number of threads and the
speedups. As shown in Figure 8, the overall speedup increases with the growth of the number of
threads. On average, DiaTom achieves a speedup of 3.56x, 5.14x, 6.54x, 7.19x and 7.45x with 8, 16,
32, 64, and 128 threads.

More formally, the observed speedup can be calculated as follows.

Tserial + T Ilel
paralle
= 1
S(N) T Tparallel T ( )
serial T N + loverhead
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where S(N) is the speedup under N threads, Ty, is the time spent on lifting stages that

ave to be done in serial (e.g., disassembly), T, q11e1 is the time spent on lifting stages that are
have to be d i ial (e.g., di bly), T, is the ti pent on lifting stages that
parallelized (e.g., information recovery) by DIATOM, and Ty yerpeqq is the time spent on extra overhead

for parallelism (e.g., IR splitting). Therefore, as N grows, W shrinks, but T,yerpeqq may increase
or stay nontrivial, limiting the parallelism gain or even hurting performance. When overhead grows
faster than the benefit from parallel division, adding threads yields little to no speedup. In extreme
cases, it causes a slowdown.

For example, for small-sized binaries, the performance could degrade when we use too many
threads since the amount of computation to be done is so small that the performance benefit of
parallelizing lifting stages is no longer superior to the increased splitting/merging cost among
threads. It is also possible that the speedup growth plateaus at one point with respect to the
number of threads. For example, for rocksdb. so, the highest speedup is achieved with 32 and 64
threads (7.8x), while the speedup degrades to only 6.4x using 128 threads. On the contrary, for
bigger-sized binaries, using more threads is more likely to achieve higher speedup, for example,
Diarom achieves the highest speedup of 11.8x with 128 threads on blender, while the speedup
is only 9.2x when using 64 threads. This phenomenon has also been observed in previous efforts
on parallelizing static analysis [71, 104]. This implies that in practice, we can seek a sweet spot of
parallelism for different subjects according to the runtime trend as the number of workers changes.
Memory consumption. Figure 9 shows a comparison of the peak memory consumption (GB)
between DiaTom and PLANKTON on all benchmarks (average over binaries with and without debug
information). On average, DIATOM consumes 22.6% more memory than PLANKTON. The main reason
for extra memory consumption is that Diatom splits and clones the original monolithic LLVM
module into multiple partitions that do not have overlapping function definitions (but might have
overlapping function declarations), which requires more memory. There are two aspects of extra
memory consumption: (1) different IR partitions have independent environments (containing type
mappings and def-use chains on constants), which brings some memory overhead. (2) Although
partitions do not have overlapping function definitions, they might have shared function declara-
tions or global variables to keep the validity of the IR, which also brings some memory overhead.
Figure 10 further shows the peak memory consumption given different numbers of threads. As
illustrated in the figure, the peak memory consumption of DiaToM is fairly constant across different
numbers of threads.

We would like to argue that slightly higher memory consumption of DiaTom does not hurt
its practicality due to three reasons. First, higher memory requirements are easier to meet with
vertical scaling (aka scaling up) [91] by adding additional hardware resources to the system. By
contrast, higher speedup cannot be simply achieved by adding more computing resources without
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Table 2. Soundness-preserving ratios. DiAToM-NS denotes a variant of DiaTom that does not leverage data-
flow summaries during parallel lifting. DiAToM-NT does not perform type-aware IR linking. The results are
presented as ry/ra, which denotes the portion of global values inside polylithic lifting results that are exactly
the same as the monolithic lifting (r1) and those that are over-approximated results (r2).

w/ debug info w/o debug info

Binary DIATOM ‘ DiaTom-NS [ DiatomM-NT DiATOM ‘ DiaTom-NS ‘ Diatom-NT
Data-flow | Type | Data-flow | Type [ Data-flow | Type [ Data-flow | Type | Data-flow | Type [ Data-flow | Type
php 1.0/1.0 1.0/1.0 .98/1.0 1.0/1.0 1.0/1.0 .98/.98 .98/1.0 1.0/1.0 .86/.93 .94/1.0 .98/1.0 .78/.78
rocksdb.so .98/1.0 .99/1.0 1.0/1.0 1.0/1.0 .98/1.0 .99/.99 .99/1.0 .99/1.0 .81/.88 .97/.98 .99/1.0 .76/.76
fimpeg 1.0/1.0 1.0/1.0 1.0/1.0 .99/.99 1.0/1.0 .97/.97 .94/1.0 1.0/1.0 .77/.84 .96/.97 .94/1.0 77177
mysqld .98/1.0 1.0/1.0 .95/1.0 1.0/1.0 .98/1.0 .99/.99 .92/1.0 .99/1.0 .62/.69 .96/.96 .92/1.0 .86/.86
ccl 1.0/1.0 1.0/1.0 1.0/1.0 .97/.99 1.0/1.0 .99/.99 1.0/1.0 .99/1.0 .35/.38 .94/.94 1.0/1.0 .82/.82

cclplus 1.0/1.0 1.0/1.0 1.0/1.0 .98/.99 1.0/1.0 .99/.99 1.0/1.0 1.0/1.0 .34/.38 .94/.95 1.0/1.0 .82/.83
mariadbd 1.0/1.0 1.0/1.0 .99/1.0 1.0/1.0 1.0/1.0 1.0/1.0 .94/1.0 1.0/1.0 .88/.94 .97/.99 94/1.0 .85/.85
libv8.so 1.0/1.0 .99/1.0 1.0/1.0 .95/.97 1.0/1.0 .99/1.0 1.0/1.0 1.0/1.0 .55/1.0 .95/.98 1.0/1.0 .83/.83
node 1.0/1.0 1.0/1.0 .99/.99 1.0/1.0 1.0/1.0 1.0/1.0 .96/1.0 1.0/1.0 .70/.73 .99/.99 .96/1.0 .81/.81
tensorflow .96/1.0 .97/.97 .69/.77 .91/.92 .96/1.0 .83/.84 .96/1.0 .97/.97 .68/.77 .91/.92 .96/1.0 .73/.74
vmlinux 1.0/1.0 1.0/1.0 1.0/1.0 .99/.99 1.0/1.0 .99/.99 1.0/1.0 1.0/1.0 .28/.30 .99/.99 1.0/1.0 .81/.81
libxul.so 1.0/1.0 1.0/1.0 .99/1.0 .96/.97 1.0/1.0 .98/.99 .91/1.0 1.0/1.0 .52/.57 .95/.97 .91/1.0 .65/.65
blender .98/1.0 .99/.99 1.0/1.0 1.0/1.0 .98/1.0 .83/.84 .89/1.0 .99/1.0 .85/.93 1.0/1.0 .89/1.0 .83/.84
clang-20 .99/1.0 1.0/1.0 .95/.97 .96/.97 .99/1.0 1.0/1.0 .99/1.0 1.0/1.0 .85/.90 .95/.97 99/1.0 .93/.93
observer .92/1.0 1.0/1.0 .71/.96 .98/.99 .92/1.0 .95/.95 .97/1.0 1.0/1.0 .64/.88 .98/.99 .97/1.0 .87/.87
chrome 1.0/1.0 .99/1.0 1.0/1.0 .95/1.0 1.0/1.0 .59/.59 .99/1.0 1.0/1.0 .98/.99 .95/.99 .99/1.0 .57/.57

.99/1.0 [ 1.0/1.0 [ .95/98 [.98/.99 | .99/1.0 [.94/.94| .97/1.0 [1.0/1.0] .67/.76 |.96/.97 | .97/1.0 [ .79/.80

‘ Average

an effective parallelism schema. Second, as shown in Figure 10, the peak memory consumption of
DiaToM is fairly constant across different numbers of threads, therefore, it is possible to achieve
more speedup without incurring higher memory overhead. Third, since the proposed polylithic
design performs binary lifting on IR partitions in an asynchronous way, it has a great potential to be
further improved for reducing memory consumption using disk-based systems [131] or distributed
environments [104]. We leave it as one of our future works.

8.3 RQ2: Soundness

In this section, we evaluate whether DiaToMm is soundness-preserving. We use the monolithic
design-based binary lifter PLANKTON as the translation ground truth and evaluate whether DiaTom
can preserve the lifting soundness in terms of data-flows and types. The control-flow soundness
is naturally guaranteed since DiaTom still performs control-flow recovery in a monolithic way,
therefore, it produces the same results as PLANKTON. Therefore, we only evaluate whether DiaTom
can preserve data-flow and type soundness in the lifted IR compared with PLANKTON.

The evaluation is performed through IR comparison, i.e., we directly compare the IR code lifted
from binaries. More specifically, for an input binary B, suppose the monolithic lifter PLANKTON
produces the IR Z,,on0, and DiaTom produces Z,,y. To evaluate the data-flow soundness, for
each function f; inside Z,,;,, we find its corresponding function f;, inside Zynono by examining
whether they have the same assembly address. As discussed in § 4, low-level machine code leverages
registers and stack memory to implement inter-procedural data-flows, and the lifter should translate
them into high-level formal parameters and return values. Therefore, we check whether f, and
fm have the same set of formal parameters and return values to validate data-flow soundness.
For type soundness, we check whether the types of global variables and function prototypes
inside Z,,;, can be safely used by their counterparts inside Zyono. Table 2 shows the results of
the soundness-preserving ratios for lifting binaries with and without debug information in the
form of r; /r; (different values whose maximum values are both 1.0), which denotes the portion of
global values (functions and global variables) inside polylithic lifting results that are the same as the
monolithic lifting (r1) and those that are over-approximated results (r2). The over-approximation
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means that DiaTom could recover more information than monolithic lifting but does not miss any.
For example, f, contains over-approximated data-flows over fy, if f, has a longer formal parameter
list. 7, is an over-approximation of 7., if 7, < 7.

As shown in Table 2, in both scenarios (with and without debug information), DiaToMm is
soundness-preserving in terms of data-flows and types. On average, over 98% of functions lifted by
DiaTtom exhibit exactly the same data-flows as PLANKTON, and the percentage reaches 100% when
including functions with over-approximated data-flows. The table also shows that DiaTom is able
to preserve the type soundness for all binaries, achieving a 100% exact match rate on average. The
soundness-preserving ratios for lifting binaries with debug information are also slightly higher
than that of binaries without debug information (e.g., 99% vs. 97% on exact matched data-flows). It
is because the debug information provides rich hints about function prototypes and types, which
lets the lifter recover accurate information without additional analysis, thus reducing the difference
between whole program analysis and separated analysis. Note that even when binary is built with
debug information enabled, some functions still lack prototype information because of inlined
library functions [11], incomplete debug information [35], or function outlining [129].

We found that the majority of over-approximated data-flows are external functions that do not
have function bodies. For those functions, DiaTom is unable to generate data-flow summaries, and
the prototypes of those external functions can only be indirectly inferred by analyzing all their call
sites. Therefore, when analyzing call sites for the same function in different partitions, DiaTom
could over-approximate some of them, resulting in over-approximated data-flows in the linked IR.
In terms of type soundness, we found that there are two main kinds of over-approximated global
types, one occurs between pointer and integer types, and the other occurs between different pointer
types. Both of them are caused by inaccurate function parameter recovery for external functions.
For example, the global variable kUnknownFileChecksumFuncName inside the rocksdb. so binary
has only one use site, which is used as the parameter for calling functions of C++ string libraries.
However, without data-flow summaries of function bodies, calls to external functions are analyzed
separately in different partitions, causing possible inaccurate call site parameters on used global
variables. Therefore, the inferred types for such global variables might be over-approximated (e.g.,
inferred integer-typed global variable as a pointer type). Across the rocksdb. so binary, there are
more than 13,000 call sites invoking C++ string library functions, which amplifies the impact of
conservative prototype inference for these external calls. Despite these cases, the overall impact
remains limited. As shown in Table 2, the proportion of over-approximated global types is very
small (less than 1%); therefore, it will not hurt the quality of results.

8.4 RQ3: Ablation Study

In this section, we conduct ablation studies that involve three variants of DiaToMm to justify our
design choices and quantify the influence of our key algorithms.

Lock-free IR cloning. We first study the runtime overhead of DiaToM’s lock-free IR cloning (§ 5).
Figure 11 shows a comparison between the time spent on IR splitting for all 16 benchmarks under
the same function distribution results with 64 threads, where the naive label represents the IR
splitting method in the LLVM framework [8, 50, 112] as described in § 5. The figure shows that
DiaTtom achieves an average speedup of 11.1x on all benchmarks compared with the naive IR
splitting method. On average, DiaToM takes only 86 seconds to split the initial IR into 64 partitions,
while the naive method takes over 1085 seconds, which could severely affect the overall performance
of polylithic lifting. Since DiATOM creates an independent environment for each newly created IR
partition, the splitting procedure can be fully parallelized on each partition, which significantly
reduces the runtime overhead.
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Fig. 11. Comparison of the time spent on IR splitting by Diatom and LLVM’s naive splitting method.

Data-flow summary. To demonstrate the effectiveness of data-flow summaries, we propose an
ablation of DiaTom that does not generate data-flow summaries during polylithic lifting, denoted
as D1AToM-NS. As shown in Table 2, when handling binaries with debug information, D1aToM-NS
loses the data-flow soundness for 4% more functions compared with Diatom. When handling
binaries without debug information, while DiaTom still preserves 100% data-flow soundness,
D1aTtoMm-NS only maintains 76% of them. For example, D1aAToM-NS performs badly on vmlinux
without debug information (achieving only 28% data-flow soundness). vmlinux contains a lot of
“wrapper functions”, which typically refer to a function that encapsulates or provides an interface to
another underlying function or system call. Without data-flow summaries, those wrapper functions
cannot be properly analyzed for recovering parameters. It is because there might not be explicit load
instructions for parameter registers, which require information from other functions. Therefore,
when functions are split into partitions, they cannot be correctly analyzed without data-flow
summaries. Binary lifting has a very low tolerance for losing soundness because the downstream
analysis can always refine the lifting results with more precise analyses but cannot compensate for
missed data-flows [56, 108, 110]. Therefore, the data-flow summary is crucial for preserving the
data-flow soundness in Diatom. Additionally, losing data-flow soundness can decrease the type
soundness since type inference requires reasoning about data-flows for global values. As shown in
the table, DiaAToM-NS’s type soundness is 3% lower than DiaToM on average.

Type-aware IR linking. We further studied how the type-aware IR linking helps preserve the
type soundness. We propose another ablation of DiaTom that does not perform type-aware IR
linking, denoted as D1aToM-NT. As shown in Table 2, although DiaTom-NT has the same level of
data-flow soundness as D1ATOM, it has a much lower type soundness ratio. On average, DiATomM-NT
only preserves the type soundness for about 87% of global values. Debug information provides
explicit types for quite a few global values; therefore, DiaToM-NT performs better on binaries
with debug information compared with those without. The results demonstrate the importance
of type-aware IR linking. Without type soundness, downstream static analysis that relies on type
information will not work correctly [130].

9 Discussion

Generality. Although experiments are performed on X86_64 binaries, DiaTom does not assume
any specific instruction set architectures (ISAs) or calling conventions. There are two main reasons.
First, one of the most important advantages of binary lifters is that they are able to use a unified
intermediate representation (IR) to represent different ISAs. The disassembly step already translates
the binary code into ISA-agnostic LLVM IRs so that later steps do not need to handle complex
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instruction details. According to DiaToMm’s design, the disassembly step is performed in the original
monolithic way, and it only focuses on accelerating later stages that are performed on the IR
code. Therefore, other ISAs can be accommodated in the same way as X86_64. Second, DiATOM’s
algorithm is established on the abstract language defined in § 3, which is also ISA and calling
convention agnostic. Therefore, DiaTom can be applied to other scenarios without performance
loss, and the parallelism can also bring about speedup compared with single-thread lifting.
Limitations. DiaTowm still has several limitations. First, it works on a fixed control-flow graph
recovered by existing algorithms. As discussed in § 1, it is generally undecidable to achieve perfect
lifting soundness (e.g., for function boundaries recovery), therefore, it is possible that some function
boundaries are misidentified, but the generated summaries guarantee that the final lifting results are
the same as the monolithic lifting. Second, our current implementation follows common algorithms
of existing lifters, which do not incorporate all advanced binary analysis techniques, such as function
pointer analysis [55, 56], which might affect the adoption of proposed techniques. For example, the
type-aware linking algorithm does not handle aliasing function pointers. It currently only concerns
about global values that share the same symbol name (§ 6). However, we believe that DiaTom
has great potential to further benefit other sophisticated analyses. On the one hand, DiaTom
can work together with advanced control-flow recovery (disassembly) techniques [17, 42, 54—
56, 86, 89, 122, 123] that require whole program analysis since the polylithic design still performs
the disassembly step in the traditional monolithic way. On the other hand, principled binary-level
information recovery methods such as probabilistic type analysis [59, 116, 126] and function pointer
analysis [55, 56] usually require the presence of already lifted IRs, therefore, DiaTom could also
act as the pre-analysis for those techniques. Third, the current implementation of DiaTom still
does not have enough pre-knowledge about external functions, which causes some inaccuracy (as
shown in § 8.3). This problem could be easily fixed by analyzing debug information of external
libraries during binary lifting, and we leave it as future work.

10 Related Work

Binary Lifting. Numerous binary lifters have been proposed to translate binaries into high-level
IRs such as LLVM. SECONDWRITE [15, 16, 38] uses VSA-based approaches to recover variables and
data types from stripped binaries. PoLrynima [32], BINREc [13, 84] lift binaries based on dynamic
disassembly. LASAGNE [92] statically translates X86_64 binaries to LLVM IR and then compiles
it to Arm while enforcing the x86 memory ordering model. REVNG [33, 34] relies on QEMU to
perform lifting. LISC [47] automatically learns translation rules from assembly to IR. mcTOLL [5]
and RETDEC [6] also adopt code optimizations to refine the produced LLVM IR. PLANKTON [130]
produces high-quality IRs from binaries with debug information to enable precise static analysis.
Parallel Binary Translation. Despite efforts on binary lifting, very few studies have been con-
ducted on the scalability issue. One of the related efforts is proposed by Meng et al. [72]; they
designed a new algorithm for parallelizing the CFG construction (disassembly). However, as dis-
cussed in § 1, the disassembly step only accounts for a small portion of the lifting time. Therefore,
it cannot be used to solve the scalability problem in binary lifting. Another closely related work is
B2R2 [51], which also proposes a parallel binary lifting technique that accumulates a number of
decoded instructions and asynchronously lifts and optimizes them on multiple threads. However,
there are two main differences between our work and B2R2. First, B2R2 aims to lift binaries into a
custom IR named LowUIR, which cannot be directly applied to LLVM-based lifting due to the global
shared context. Second, it does not perform the remaining steps of lifting other than disassembly.
By contrast, we propose a general algorithm for parallelizing the entire lifting process.

Summary-based Program Analysis. Existing efforts use summary-based techniques to improve
the precision or the scalability of program analysis. Theoretical foundations for summary-based
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analysis are explored in [23, 24, 46, 52, 88]. Dillig et al. [36] proposed a summary-based flow-
sensitive analysis for verifying program memory safety properties. Sparse value-flow analysis [94,
103, 106, 120] and data-flow analysis [62, 78, 105, 118] use summary-based approaches to realize
inter-procedural analysis and to avoid the re-analysis of the procedure body while enabling context
sensitivity. Vardoulakis et al. [107] describe a summary-based CFA with a degree of flow sensitivity.
Stein et al. [101, 102] describe a framework for interactive abstract interpretation that simultaneously
supports the compositional application of procedure summaries. Android native code analysis [60,
81, 111, 113] uses summaries to reason about inter-language data-flow information. DDA [45] uses
symbolic execution to compute a summary for each procedure that maps each parameter to the set of
constant offsets that are used in dereferences of the parameter’s value. The summary-based approach
also enables modular/parallel program analysis. THINLTO [50] computes simple summaries for
each function, such as the number of instructions to perform cross-module optimization in parallel
during compilation. Shi et al. [96] propose to partition the analysis task of each function into
multiple sub-tasks to generate pipelineable function summaries. BoLt [12] proposes a MapReduce-
style parallelism to scale the top-down summary-based analysis. As discussed in § 1.4, the problem
of binary lifting is fundamentally different from static analysis.

11 Conclusion

This paper presents the design and implementation of a novel parallel binary lifter DiaToMm that
follows a new polylithic design. We conduct experiments to show that DiaToM can scale to large
real-world binaries while still preserving the lifting soundness.

Data-Availability Statement
We will make DiaTom available on GitHub at https://github.com/seviezhou/DiatomLifter.
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